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Before we start … 

How’s everyone doing? 

Final lecture! Excited?!
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Goals today…

- Introduce Privacy in Machine Learning
- Understand the relationship between Memorization 

and Generalization
- Introduce Anonymization, Differential Privacy, and 

other privacy frameworks
- Get familiar with the legal frameworks of Privacy
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What does privacy mean to you?

Control what information about you is 

collected, used, or shared

Protection of people's physical selves 
against invasive procedures

Protection against unwarranted intrusion

Protection of personal communication

The Right to be Left Alone
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Privacy in the world of Big Data

Did you carefully and explicitly 
consent to each form of data being 

collected about you?
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Privacy in the world of Big Data

Data Privacy: “relationship between the collection and 
dissemination of data, technology, the public expectation of 
privacy, contextual information norms, and the legal and political 
issues surrounding them”
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Privacy in the world of Big Data

Data Privacy: “relationship between the collection and 
dissemination of data, technology, the public expectation of 
privacy, contextual information norms, and the legal and political 
issues surrounding them”

But why care?
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Privacy in the world of Big Data
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Privacy in the world of Big Data

When you don’t have control over how your data is being used, 
you don’t have control over how it can affect you!



Privacy and 
Information Flow

24
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Privacy as Information Leakage

Group A Group B? ?

?

?
? ?

Average Height = 5’10 Average Height = 5’6

Consider the following example

Bob

Can you guess which 
group Bob belongs to?
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Privacy as Information Leakage

Data Algorithm Output

A malicious actor can 
use the information 

to identify individuals 

Flow of Information

What if there is a perfect 
flow of information from the 

data to the output?

What if there is NO flow of 
information from the data to 

the output?
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Privacy as Information Leakage

Data Algorithm Output

A malicious actor can 
use the information 

to identify individuals 

Flow of Information

What if there is a perfect 
flow of information from the 

data to the output?

What if there is NO flow of 
information from the data to 

the output?

This can be your machine 
learning model!!
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Privacy and Security

Data Privacy: rights of individuals to control how their personal 
information is collected, used, and shared.

Data Security: protecting data from external and internal threats 
to ensure its integrity, confidentiality, and availability.



Information Leakage 
through ML Models
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Generalization and Memorization



37

Generalization and Memorization

barn swallow tree swallow



38

Generalization and Memorization

Can you tell me if this is a barn 
swallow or a tree swallow?



39

Generalization and Memorization

Can you tell me if this is a barn 
swallow or a tree swallow?

barn swallow tree swallow



40

Generalization and Memorization

barn swallow tree swallow



41

Generalization and Memorization

Can you tell me if this is a barn 
swallow or a tree swallow?



42

Generalization and Memorization
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Generalization and Memorization

Generalization: the ability to perform well on unseen data.

Given enough data, generalization can rely on extracting 
‘patterns’ from the data. But this isn’t always possible!

Thus, machine learning models need to memorize.
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Information Leakage through ML Models

Data Training ML Model

Barn swallows have cinnamon 
colored underparts while tree 
swallows have white underparts.

Was this image 
part of your data?

Data Training ML Model

Memorize the photos!

Was this image 
part of your data?

Can’t tell

Yes it was



52

Information Leakage through ML Models

Memorization in ML models is sometimes necessary to perform 
well, but can lead to information leakage and privacy risks!
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Membership Inference Attacks
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Data Extraction Attacks
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Model Extraction Attacks

De-Anonymization Attacks

Property Inference Attacks

Side-Channel Attacks

…..



Technical 
Frameworks in Data 
Privacy
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Personally Identifiable Information (PII)
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The Promise of Anonymization

Name Zipcode Age Gender Genetic 
Marker for 
Cancer

Alice 117068 27 F Yes

Bob 167056 64 M No

Charlie 118567 32 M No

David 191504 81 M No

Insurance companies: Who has genetic markers for cancer? I 
would like to raise their premium and get more money!
Alice has genetic markers for cancer.
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The Promise of Anonymization

Name Zipcode Age Gender Genetic 
Marker for 
Cancer

117068 27 F Yes

167056 64 M No

118567 32 M No

191504 81 M No

Insurance companies: Who has genetic markers for cancer? I 
would like to raise their premium and get more money!
A female, aged 27, from zipcode 117068, has genetic markers for 
cancer.
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The Promise of Anonymization

Insurance companies: Who has genetic markers for cancer? I 
would like to raise their premium and get more money!
Alice has genetic markers for cancer.

Public 
Voters 

Database

A female, aged 27, 
from zipcode 117068

Alice

Linkage Attacks
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The Promise of Anonymization
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Differential Privacy

If A and A’ are similar, it is 
not possible to detect the 
membership of your data, 
IRRESPECTIVE of any 
additional data available!!
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Other Concepts in Privacy

Federated Learning: multiple entities coming together to 
collaboratively train models while ensuring that their data 
remains decentralized.

Homomorphic Encryption: performing complex mathematical 
operations on encrypted data without compromising the 
encryption.

Privacy by Design Principles: proactively embedding privacy in ML 
systems, to anticipate and prevent privacy invasive events before 
they occur.

Secure Multi-Party Computations, Zero Knowledge Proofs, …



Legal Frameworks in 
Data Privacy
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Data Protection Regulations
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Data Protection Regulations

2020 2018 2022 2023

2021 2023 2020 2022
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Data Minimization
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Data Minimization
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Data Minimization
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Right to be Forgotten
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Right to be Forgotten
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Right to be informed

Right of access

Right to restrict processing

Right to rectification

…..
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Security Safeguard Requirements
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Accountability and Supervision
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Accountability and Supervision
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GDPR Fines Tracker

Accountability and Supervision

https://www.enforcementtracker.com/
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All the best for your projects and the pitch day!


