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GDPR:

Article 5(1)(b): Personal data shall be collected for specified, explicit 
and legitimate purposes and not further processed in a manner that 
is incompatible with those purposes

Article 5(1)(c): Personal data shall be adequate, relevant and limited 
to what is necessary in relation to the purposes for which they are 
processed.
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LGPD:

Article 6: Activities of processing of personal data shall be subject to 
the following principles,

I: processing done for legitimate, specific and explicit purposes of 
which the data subject is informed, with no possibility of 
subsequent processing that is incompatible with these purposes;

III: limitation of the processing to the minimum necessary to 
achieve its purposes, covering data that are relevant, proportional 
and non-excessive in relation to purposes of the data processing;
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PIPA:

Article 3(1): The personal information controller shall specify 
explicitly the purposes for which personal information is processed; 
and shall collect personal information lawfully and fairly to the 
minimum extent necessary for such purposes.
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Use only the data necessary to achieve the explicitly defined utility.
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Narrative around DM and Privacy



Narrative around DM and Privacy

15

GDPR:
Article 5(1)(b): Personal data shall be collected for specified, explicit 
and legitimate purposes and not further processed in a manner that 
is incompatible with those purposes

Article 5(1)(c): Personal data shall be adequate, relevant and limited 
to what is necessary in relation to the purposes for which they are 
processed.



Narrative around DM and Privacy

16

GDPR:
Article 4(1): “personal data” means any information relating to an 
identified or identifiable natural person (“data subject”);
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GDPR:
Article 4(1): “personal data” means any information relating to an 
identified or identifiable natural person (“data subject”);

PIPA:
Article 2(1): The term “personal information” means any of the 
following information relating to a living individual: 
(a) Information that identifies a particular individual [...]; 
(b) Information which, even if it by itself does not identify a 
particular individual, may be easily combined with other information 
to identify a particular individual [...];
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https://www.kiteworks.com/risk-compliance-glossary/data-minimization/

https://therecord.media/lawmakers-set-sights-on-data-minimization-with-new-bills

https://www.k2view.com/blog/data-minimization/



Narrative around DM and Privacy

19

EU AI Act (Recital 69):
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Unfortunately, no.
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Name Zipcode Age Gender Genetic 
Marker for 
Cancer

Alice 117068 27 F Yes

Bob 167056 64 M No

Charlie 118567 32 M No

David 191504 81 M No

Does DM necessarily protect Privacy?
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Name Zipcode Age Gender Genetic 
Marker for 
Cancer

Alice 117068 27 F Yes

Bob 167056 64 M No

Charlie 118567 32 M No

David 191504 81 M No

Who has genetic markers for cancer?
Alice has genetic markers for cancer.

Does DM necessarily protect Privacy?
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Name Zipcode Age Gender Genetic 
Marker for 
Cancer

117068 27 F Yes

167056 64 M No

118567 32 M No

191504 81 M No

Who has genetic markers for cancer?
Female, age 27, from zipcode 117068 has genetic markers for 
cancer.

Does DM necessarily protect Privacy?
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Public 
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- We formalize the optimization problem for data minimization in 
machine learning, and show how to minimize significant 
amounts of data (upto 60-70% data in many cases) without 
losing utility (less than 1-2% drop in accuracy).
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- We formalize the optimization problem for data minimization in 
machine learning, and show how to minimize significant 
amounts of data (upto 60-70% data in many cases) without 
losing utility (less than 1-2% drop in accuracy).

- We find multiplicity in minimization, i.e., there can be many 
different ‘minimized datasets’ of same size that achieve the 
same utility.
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- Using real-world adversarial attacks, we highlight the 
misalignment between the expectations of data minimization 
and actual benefits of privacy.
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- Using real-world adversarial attacks, we highlight the 
misalignment between the expectations of data minimization 
and actual benefits of privacy.

- By explicitly incorporating privacy constraints into the 
optimization problem, we are able to reduce privacy risks while 
maintaining the same utility.
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There is a disconnect between the expectation of privacy from data 
minimization and the actual privacy benefits. 
We need to explicitly incorporate privacy into the objectives of data 
minimization, rather than treating it as an afterthought.
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